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Abstract

Secure data transmission through steganography technique plays an important role in the field of digital image processing. In this paper we propose a multi level secure transmission through stego image. Initially data can be encrypted with cryptographic model followed by binary conversion. The bits placed in grid for transpose implementation later embed the transposed information and generate the image shares by image mosaicing technique. Receiver receives the shares and combines them to generate stego image and extracts the cipher binary information. Receiver reverse transpose the matrix and decodes the cipher binary information. Image mosaicing technique efficiently generates the visual shares and integrates at receiver end without data loss. Our proposed model gives more efficient results than traditional approaches.
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1. Introduction

    Information security is defined as maintenance of data confidentiality, data integrity. Data confidentiality can be achieved by the cryptographic models which can be done either in symmetric or asymmetric model. Symmetric model uses same key which is used to encode and decode the message. In asymmetric model it uses public and private keys to encode and decode messages [1] [2]. 

    Cryptography is a model which converts the plain text to cipher or unreadable data with sender key at sender. Receiver receives the cipher information and decodes with key through decryption algorithm as follows in Figure 1.

     In the area of steganography, data confidentiality and data embedding are major contributions with secure transmission of data. Data embedding involves, it internally converts every image into array of pixels. Each pixel is collection of binary bits, these pixels are used to store image data, embed data and secured data. In this model first phase works with steganographic algorithms which are used to store data securely into the images after encryption. The second phase tries to defeat. Usually various domains are using where it requires law enforcement, criminal issues for government security services etc. Challenging issue of steganography is efficiently embed the data into pixels of image and retrieval of information from image [3].

    Usually data embedding and retrieval of information from grey images is different from color images. Color image includes duplicate set of bits. Color image includes the combination of red, blue and green. Data can be encoded with any efficient symmetric and asymmetric model and followed by embedding data into image. Only least significant bits are involved in data embedding process because it changes pixel value by 1 either increment or decrement. It minimizes the noise in the image and there it makes human unidentified change in the image. A new model proposed by existing researcher with improved robustness with existing least significant substitution technique. It followed data confidentiality by red color of pixel information helps as indicator and blue as data transmission channel and secret bits can be embedded into least significant bit positions. Even though extraction of bits from the least significant bit positions of the image, it is difficult to extract the information without knowing the key which is used to encode the data in the image [4][6].

    We can embed the information into other least significant bit positions of the image but it makes major impact in the image quality. All the channels are transposed before transmission and data can be encoded securely and forwards to receiver. At  receiver end data can be decoded after extraction of the cipher bits from the least significant bits[5][7].
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Figure 1. Cryptography

    Data modifications, phishing and snooping are various hacking techniques in network security and vulnerabilities. In data modification send data packets which are received different from sender. In snooping models, receiver feel that data received from the actual user but attackers changes the header and may modify the data packets at intermediate level and forwards it. At high level of security virtual servers can be maintained to track and identify the unauthorized access by identifying the pattern of the input node[8][9].

    Visual cryptography is a technique which embeds the secret image in to number of shares without losing the data integrity. Receiver can access the actual file with at least n-1 shares from the sender [10][11][12]. Usually it will be efficient with multiple users also. All users use their individual share, and altogether it generates the actual image and retrieves the image from the source and can’t see the image with less than n-1 shares.

In visual cryptography image can be divided into shares, internally it maintains the noise and embeds to cover image. It contains both white and black pixels and divides them without losing data integrity. Pixel can be divided into sub pixels which increase the width of the image and pixel can be generated by randomized adverse pixel techniques [13].

    Various techniques are available to encode the pixels of the image and in which each sub pixel can be identified by the sub pixels of the image in terms of white and black pixels. If it founds the white pixel initial rows can be chosen with prob 0.5 and same with black but it’s from the last two rows with same probability. Actual image can be viewed by super imposing or overlapping the image at receiver end. The superimposition methods use the sub pixels with black and white pixels to retrieve the image from actual sources [14] [15].

    Generally most of the traditional models work with black and white images nothing but binary images. But it is not suitable to various real time images because real time color image sharing generation and overlapping is different from traditional models.

2. Related Work 
     In day to day life data confidentiality is an important and basic factor in information security and secure computing. Cryptography is a technique which converts the plain or formatted text to unformatted or cipher information to make transmission confidential i.e. encryption and vice versa of converting the cipher to plain text is decryption [15][16]. Various models proposed by various researchers to encode and decode from both end points of the users. Existence of the data between users is also an important factor along with data confidentiality and that can be achieved by steganography which means covered and writing. The steganography is a process of hiding of confidential information or message in a digital image or audio or video file. We are considering the image as source for steganography. Steganography requires cover image which is used to store confidential information, message which encodes into image and objective function [17][18].
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Figure 2. Steganography

     Steganography maintains the data communication between two users in a concealed message. The main objective of this process is to make invisible from simple user view or identification. The source can be either an image or audio file or video source. For Image source image can be retrieved pixel by pixel i.e smallest part of the image sources. Pixel  occupies some bytes of information which can be replaced by the original confidential information  either it can be encoded binary or plain binary information. Audio file also be used as cover source to store data. Video is nothing but collection of image sources, it also follow the same as image but in iterative manner of image. Steganography has both advantages and drawbacks. It can embed much information into source image because we use only least significant bit positions of the image rather than all pixels of the image or bit positions and other advantage is it is difficult to identify the existence of confidential information within an image [19][20][21].

     Reuse of comparable thought clear view can be used to actual real time encryption or encoding implementation and vice versa with decode implementation. Typically, there is a development of space prerequisite in visual cryptography. In any case, on the off chance that one of the two offers is organized recursively, the productivity of visual cryptography can be expanded to 100% [24]. A few precursors of visual cryptography are in licenses from the 1960s. [22] [23] Other forerunners are in the work on recognition and secure communication 

     Visual cryptography is an implementation which divides the image into multiple image shares which can’t identify the share directly and number of shares can be determined by the sender and receiver as communication contract between the both end users. Receiver end user needs atleast n-1 shares to reconstruct the image. Transparency image can be visible when shares can be overlapped and data can be retrieved from last bit positions of the pixels [9].

     It maintains the two way communication for secure transmission of data between both end users. It will be useful for data embedding in cover image and data can be shared through shares of the cover image. Image mosaicing is a technique used to segment the images into number of shares without losing the data integrity. Data confidentiality can be improved by cryptographic model which converts the source message to cipher information.

     Traditional cryptographic techniques are simple to decode. All models just encode the plaintext characters to another character during the encryption process because pattern identification takes time but possible to decode. We propose a transpose based implementation to make the cipher complex to detect the outside users.

While compressing the image through DCT based model compression it improves the performance because it can be light weight while transmission of data which is embedded into image. Usually we divide the image in to 8-pixel by 8-pixel blocks parallel from both ends and length of the image size can be added at the end of the image. Initially loads the pixel information sequentially and apply cosine transform on individual blocks

3. Proposed Work 
    We propose an interesting and secure visual cryptography technique with Image mosaicing technique. Image mosaicing technique is used for generation of secure shares without losing the data integrity and combine the shares during the transaction without bit errors. Triple DES cryptographic technique encodes the online shopping customer account details and forwards to transpose model. Transpose model converts the binary information with various transposes into images. At receiver side Transpose model do the reverse transpose to decode and combines the shares to generate actual image.

            In our proposed model initially sender loads the image, enters plain text, key and forwards to encoder to encrypt the plain text to cipher with sender key and converts to binary. Then we transpose as per our transpose model, it changes locations of the values in various clockwise and anticlockwise rotations without losing the data integrity. Now load the least significant bit positions of the image in terms of bits, sequentially place the encoded cipher bits into least significant bit positions of the cover image. After the complete injection of the data into least significant bit positions, image can be called as stego image. This stego image can be segmented with image mosaicing technique with n number of shares and forwards to user.

Architecture 
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Figure 3. Transmission from sender end

    Image share can be retrieved at the receiver end, receiver loads the shares and combines the shares with reverse image mosaicing technique without losing the data integrity and generates the stego image. Extracts the cipher binary information from the stego image and reverse transpose the binary information and extract the binary and decodes through decryption mechanism with receiver key as follows


[image: image4]                           Figure 4. Transmission from receiver end
    Image mosaicing is procedure of building images with various images by general geometrical transformations. The programmed era of the high determination images is alluded as mosaics. These are utilized as a part of image preparing and PC illustrations. It's for the most part used to enhance the visual view by utilizing many image outlines. In the camera the articles appear smaller than the human eye sees. And furthermore, the bigger items can't be catch on single picture because of  photography. Utilizing some sort of focal point for example using angle eye focal point by the picture takers catches the substantial images.

    A few strategies are more proficient and those are produced to make mosaic images which are for the most part deciphered. Consider an illustration that covers the images substantial and the development is little that are appeared in Levenberge strategy that leads great yields. In some other case the covering is littler and the use of the progressive coordinating is diminished by the neighborhood circumstances. 

    In all cases images are adjusted combine shrewd, utilizing a parametric change like a relative change or planar projective change. A reference frame is chosen. All images are lined up with this reference frame, and are consolidated to making mosaics. Adjusting all frames to a solitary reference frame is sensible when camera is far away and its movement is for the most part interpretation and turn around the optical pivot. Critical mutilations are made when camera movement incorporate other pivot.

    Initially image can be segmented in to two shares with image mosaicing technique without losing data integrity as follows
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After embedding the cipher data into the image it can be shown as follows. After embedding the data into least significant bits of the image as follows
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Image data can be decoded at receiver end by decoding with reverse transpose as follows.
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In our model actual image or secret information can be embed into image and divided into shares and forwarded to receiver. Data can be encoded at binary level and transposed at pixel level in binary information.

 Pixel Transpose model for Encryption:

1. Let us consider an image and set an image name I.

2. Generate a two dimensional  matrix of pixels 

And name it with an identifier

3. Initially key can be converted to binary and data can be converted to binary and embed into image but before insertion, XPR can be performed at each every level sequentially.

4. Generate a square matrix as per the specified size after xor operation.

5. Transpose the elements from row premises from left to right.

6. A new matrix can be created after transpose

7. New lattice is converted into ASCII group and converts to image document.
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Figure 5. Data transpose model

    Encoded binary cipher placed into grid with size of 16 * 16 in anticlockwise direction  and get the reversed binary information.

Reversal Pixel Transformation:

Image can be decoded with reverse pixel transpose by changing the pixel positions in reverse process as transposed in encode model.

(i) A square lattice of specified size can be created from the two pixel information of image.

(ii) Transposition of the pixel positions can be transposed from corner to corner and row premises from left to right

(iii) A new matrix can be generated after transpose 

(iv) Get the values from the matrix and perform xor operation from right to left pixel of the image until it reaches last pixel or bit positions of the image

(v) Reconstruct the table or matrix I with two dimensional array of size and name it as required identifier to get the forwarded image.
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Figure 6. Cover image
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Cryptographic implementation:

      To improve the security level, we encode the plain text or message which is embedding in to image and converts to binary and embed into image. Triple DES is the one of the efficient cryptographic model which converts the plain text to cipher by using three levels of encoding.

     This implementation requires key at three levels which are independent and when first and second key are independent followed by third and first key should be the same and at the third level, all keys should be the same. Initial key contains the bits of size 168 independent key its i.e 3 * 56. Second level of key provides less security but stronger than traditional DES algorithm and secure from man in the middle attacks. At level 3 key is superior to encode the data component

      We propose a second level of encoding model with modulus encoder model , here data can be converted into various level of vectors like QT vector set RR vector set .Every character in the language is assigned by an ASCII code and our model is completely based on this model. Our model loaded the plain text character by character and converts to respective ASCII code and we will set delta. We call it as secret key here which is used to convert the data to QT and RR sets. 

      To compute the QT vector every character can be divided with delta and gets the quotient. Quotient can be added to QT set and it can be followed by all characters. We follow same process to the RR vector  but we compute reminder and adds to to RR vector set. Let us consider an example plain text APPLE

APPLE

ASCII code for A is 65

Consider a delta value is 4 which we consider as secret key. Now we compute  QT vector as follows

65/4 gives quotient as 16 and 80/4 gives 20 and so on. Remnder for first set is ‘1’ and for ‘P’ ,  ASCII value is 80 and reminder is ‘0’.  Now the QT set as follows

Cipher information =  { QTset} U { RRset}

 QTi=ASCII(char) / delta

RRi= ASCII(char)  % delta

QT = {16,20,20…………………………………}

RR ={  1,0,0…………………………………….}

  Receiver receives the QT and RR sets and receiver computes as follows

Plain text information as 

                   CharAt(i) = QTi * delta +RRi

                                              =16*4 +1=65

                                    ASCII(65)( A

                                   = 20*4+0=80

                                  ASCII(80)(P

And so on we will compute the remaining characters based on the sets.

CONCLUSION and Future Work
    We have been our current research work with efficient mosaic based visual cryptography and transpose based steganography technique. In this hybrid model image can be segmented into shares and transmitted to user and certification authority before online transaction. Image shares are integrated while payment processing initiated. Data which is embed within the image can be encoded and those cipher data can be converted to bits and embed into image. Data is decoded at receiver side with secure session key with reverse transpose.
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